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Abstract. Recent catastrophes have increased the desire to get rapid information
about infrastructure such as power and services and not necessarily from the
people providing these services. While news sources seek to provide such
information, they are biased toward providing information that increases reader or
viewer interest. Sousveillance is appropriate in these cases and here we describe an
unusual method for such observation, which we call negative souveillance. This is
observing which systems or services disappear in a time of catastrophe and
reporting on their disappearance.

1. What Disappeared?

Mann’s development of "watchful vigilance from underneath" is useful in cases in
which the surveilled feel that information may be used to harm them. But what of the
special case in which the disenfranchised feel that information is being withheld form
them?

Amid the recent earthquake, tsunami, and nuclear power crises of Japan in 2011,
several individuals have expressed to me the feeling that they “are not being told
everything.” Indeed, Wikileak’s (Pilger, 2010) recent diplomatic cable archive
documents the extent that governments and organizations routinely keep politically
delicate details out of the public eye.

Negative databases (Esponda, 2006), on the other hand, are designed to solve a
different problem altogether. That is the keeping records which if stolen do not reveal
the identity of individuals. Negative databases achieve this by storing the complement of
the set of what is being tracked. Essentially the database shows what isn’t of concern.
The work of Trevor Paglen, involves long-distance photography and data analysis to
document secret installations. Extending his approach the negative intelligence gatherer
would seek to understand what websites, infrastructure systems, environmental sensors
or documents have become unavailable.

The negative sousveillance concept then is to record, track, or infer what isn’t
there. This essentially suggests a two-stage process. The first step is citizens or activists
to survey or map infrastructure systems or environmental status. Paulos, Honicky, and
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Hooker (2009) showed how urban populations could use mobile phones as dense
environmental sensors for citizen science. Analogously, Bonanni et al. (2010) have
created a system for tracking and account supply chains and their environmental effects.
Project such as OpenStreetMap have already sought to create public domain maps of the
physical world. The second step is to record what has disappeared.

The approach is broadly applicable. Those interested in digital image manipulation
can keep a delta showing how an image is gradually altered over time through the
addition of watermarks or removal of figures from the scene. Those interested in
network systems can track network outages due to disasters or kill switches, which
would be used by governments to limit internet access (Cowie, 2011).

The practices of negative information gatherers in some cases would be similar to
those of network security professionals. They might proceed by using tools such as
nmap to scan various network services and store them into a database (Lyon, 2009). As
services disappear they would then be listed in the far more interesting negative
database. Those interested in environmental sensors may either try to gain access to the
sensor data or distribute their own environmental sensor network. When nodes in such a
network stop responding further investigation is warranted. It may be that the network
node needs to be replaced, that it has been tampered with, or destroyed by
environmental causes. But the absence of information is just as interesting as steady
broadcast.

The anticipatory step of documenting infrastructure before it disappears is also
useful in disaster situations when officials may be inundated with requests for
information. I believe the question “is X inoperative” is an easier question to answer to
than “what type of X exist and are they inoperative?” With careful foresight the negative
database may be able to answer both questions without relying officials or outside
organizations for details.

2. Skepticism & DIY Authority

The feeling of powerless that comes from lack of information can be alleviated by the
realization that you yourself can gather information. While news sources, corporate
press releases, and government agencies often have access to expert assessment I think it
is fair to question whether such experts have biases. For instance, news outlets may err
on the side of sensationalism to stir up concern about a recent event; corporations may
time announcements to minimize the impact of bad news (Gross, 2004), or agencies may
try to minimize widespread panic at the expense of accurate information.

One interesting aspect of DIY infrastructure, environment, or network monitoring
is that those affected can collect and analyze details that affect them. When objects
disappear from view instead of entering a memory hole they are instead specially noted
as they are entered into a negative database. It is our hope that less will escape the notice
of those willing to do the legwork involved in becoming authorities themselves.
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